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Motivation

1 Increasing content availability

BBoth user generated and publisher generated
contents

1 Increasing consumption of content
BE.g., Akamai estimates: 1,296  Tbps [Akami ]




Challenge

» Potential bottlenecks at
Bthe uploader last (first) mile and/or

Bthe middle mile

1 Solution
BReplication/service capability inside the networks




Existing Approaches and their Problems

1 IP multicast
BLacking in global deployment

1 CDN
BClosed systems with limited scopes

1 P2P cache
BApplication specific




What are Data Lockers?

In-network storage/BV¥ccounts
offered bymultiple providers
accessible usingstandard
protocol under applicatioexplicit
control to provideefficient content
distribution




Who Provide Data Lockers?

A provider of data lockers is called a
Content Delivery Storage Provider (CSP)

1 An CSP can be an ISP, or a third party (e.g.,
cloud storage provider)




CSPC

Client

Client with 1
Data Locker,
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What should Data
Lockers Provide?



Functions of a Content Delivery
System

v Control

BContent search/index & composition/authorization
BReplication and request routing

1 Scaling, Efficiency (e.g., Proximity), Load Balancing and
Reliability

1 Data
BStorage/transport




Architectural Spectrum

AWeako Coupling: AStrongo Coupl. i
Separation of Control Tight integration
and Data. of Control

functions into

In-network storage.

A potential extreme is virtual machines.
Not considered for now.
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The Decoupled Design Principle

1 The data - locker decouples control functions
out of data functions as much as possible
BDecoupled Control and Data  Enroute (DeCaDE)

1 Control functions implemented either by
applications or separate control protocols

11



Overview

™ Reduce production
complexity and provide
open access

Standard
Protocol(s)

W Integrate with
application policies

.

@l ) Control Protocols
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Use Case: End-User Based Control

Native P2P Clients

Client A Client B

o%»  PeRComol
%ﬂj P2P Data . UE"

Data Locker-enabled P2P Clients

= =,

Storage S, Storage S,

Client A Client B
o

% P2P Control %

P2P Data (alternative)
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Use Case: End-User

Client B

Based Control

Client C
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Can Data Lockers Address
Challenges of P2P Based Control?

1 Low network efficiency, in particular last mile

BUpload from data locker account of a client, instead
of client last mile

1 Instability due to high churns

BUpload from data locker account of a client, even
when client goes offline
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Use Case: Publisher Based Control

Content Publisher

Control
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Potential Benefits of a Decoupled
Architecture

} Separates the storage/bandwidth intensive
(data) functions from the processing intensive
(control) functions

BFlexible/open/evolvable control platforms
BShared data infrastructure

» Decoupled architecture is not new, e.g.,
Bopenflow
BGoogle File System (GFS)
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Design Details: What Does
the Data Path Look Like?

p—



Data Naming and Storage Model

1 Data naming is an important problem

"There are only two hard problems in Computer
Science: o _ .
cache invalidation and naming things."
-- Phil Karlton

; There are many naming models,
BE.qg, Filename, URL, attribute, DONA
1 Key assumption
B Content distribution deals with immutable data
1 For immutable data, no need to separate
identifier and content
1 Design:
B Each account at a server provides a key- value store with
self - certifying keys
BID=Key: < Hash of DataBlock>
BValue: <DataBlock >

19



Read/Write Model: The Basic Distribution
Primitive

1 A basic data command primitive Is to indicate
a data path

Storage
Server S

G

20



Read/Write Model: The Basic Distribution
Primitive

Source Storage Destination

(<src>) (<S:account>) (<dst>)

1 The data path primitive from Client C to server S
specifies
1 <data id>,
1 a<src>,
i1 an accounton S < S:account>, and
1 a<dst>.
B Interpretation
1 If<src>isnull:itisapure read to transfer data from < S:account>to < dst>

1 If<dst>isnull:itisapure write to store datafrom< src>to< S:account>
i1 Otherwise, itisa distribution pipeline  from < src>to < S:account>to < dst>

DECADE/IETF79  11/18/2010
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Example: Endpoint Controlled Data Flow

Storage
Server B

Storage Get Object D , using

Server A TokenT1
—
‘ Return Data D ;

&) \§
. ®
- Client P1 has account on A Sistribution R&ﬂ c
: >
- Client P2 has account on B data: D , 9
pivot account: B:P2 °
src: Token T1 O
dst: P2
Request data D , P2 learns
‘Pl puts < P2 that P1
D,inA _ > has D,
Response w/ Token T1 allowing accessing

Data D ;
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Write with Deduplication

If (no data across the server for <  data id >)
server S gets data from <src>;

else
If (<src> Is an accounton same S
/[ local deduplication
link data, and ack succ else
else
/[ remote BW deduplication
sends challenge for verification

Note: Could move dedup out to app, but then fully
implementing dedup requires cross application/session
synchronization. Also, hood for content checking. <src>
can be protected, can also be chained.
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Resource Model




Two Major Architectural Components of Multipath
Data-Oriented Content Distribution

Topology Who connects to whom?
Management
Chunk Who serves whom at what rates? Includes
(Data) - A downloader requests from which uploaders
: - An uploader serves which downloaders at what
Scheduling ates

We can consider both components as conducting resource control
on resources, including

Aconnection slots

Aupload/download bandwidth

Astorage capability

\ »
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Why is Resource Control of
BW/Connectivity Important?

} Because BW resource control is fundamental
for
BRobustness against selfish behaviors
BRobustness against attacks

BConstruction of efficient flow distribution patterns
(in particular for streaming)
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and can be the key oOsecre

designers

 For live streaming
BAssume that each peer u allocates capacity C,, to a
connected neighbor v
1 We call C,, the link capacity of the link  uto v
BConstraints that { C,,} should satisfy:

{ Quota: sum of C,, over all neighbors {v} of u should be less
than the upload capacity of u

1 Flow Pattern: For any peer p, the maximum flow (minimum
cut) from source s to destination peer p, under link capacity
~__constraints, should be at least the streaming rate R
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